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  of	
  google	
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� Metamorphic	
  template	
  with	
  parameters	
  #1	
  

� Metamorphic	
  template	
  with	
  parameters	
  #2	
  

Original	
  Code	
  

Original	
  Code	
  











� Malware	
  mostly	
  delivered	
  through	
  email	
  outbreaks	
  
�  An	
  outbreak	
  lasts	
  days	
  or	
  a	
  couple	
  of	
  weeks	
  

�  The	
  same	
  metamorphic	
  template	
  used	
  during	
  a	
  
campaign	
  
�  Early	
  deep	
  learning	
  will	
  block	
  entire	
  campaign	
  

�  Sometimes	
  the	
  same	
  metamorphic	
  template	
  used	
  
across	
  several	
  different	
  campaigns	
  due	
  to	
  the	
  high	
  dev	
  
cost	
  
�  Early	
  deep	
  learning	
  will	
  block	
  multiple	
  campaigns	
  





�  Key	
  challenges	
  
�  Different	
  SHA1	
  for	
  each	
  sample	
  
�  Significantly	
  different	
  in	
  lengths	
  and	
  locations	
  
�  Easy	
  to	
  change	
  template	
  parameters	
  resulting	
  in	
  
superficially	
  different	
  patterns	
  



�  Static	
  signature	
  
�  Histograms/frequencies	
  
�  API	
  call	
  distribution	
  
�  Entropy	
  
� Machine	
  learning	
  algorithms	
  with	
  binary	
  
classification	
  





�  All	
  parsed	
  functions	
  and	
  code	
  blocks	
  including	
  those	
  
hidden	
  



�  Reduce	
  noise	
  by	
  using	
  opcode	
  





�  Experiment	
  shows	
  it	
  works	
  to	
  a	
  degree.	
  
�  But,	
  it	
  is	
  unable	
  to	
  characterise	
  functions	
  that	
  possess	
  the	
  
same	
  metamorphism	
  





Courtesy	
  of	
  http://mriquestions.com/fourier-­‐transform-­‐ft.html	
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55 8b ec 83 ec 08 
(push ebp/mov ebp, esp/sub esp,8)  

580,442,326 
(push, mov, sub) 

0.23,0.24,0.10 

3,45,12,113,156,255,238,… 

Instructions	
  

Normalised	
  opcode	
  

Raw	
  FFT	
  

Interpolated	
  &	
  
quantised	
  FFT	
  

10111001010101110101000… Binarised	
  FFT	
  



�  Auto-­‐Encoder	
  
�  De-­‐noising	
  
�  Restricted	
  Boltzmann	
  Machine	
  
�  Convolutional	
  layer	
  

2048 neurons  

1024 neurons  

Courtesy	
  of	
  https://github.com/sjchoi86/Tensorflow-­‐101,	
  http://deeplearning.net/tutorial/dA.html#daa	
  



�  Deep	
  Auto-­‐Encoder 	
  	
  
�  Dimensionality	
  reduction	
  à	
  represented	
  as	
  a	
  fixed	
  size	
  ‘code’.	
  
�  Deep	
  auto-­‐encoder	
  performs	
  non-­‐linear	
  mapping	
  

 2048 reconstructed input 

1024 neurons 

     2048 bit vectors (FFT for each function) 

1024 neurons  

512 neurons  

512 neurons  

128 neurons bit code 







�  Dataset	
  
�  ~2000	
  unique	
  ransomware	
  binaries	
  

�  Each	
  binary	
  was	
  sampled	
  from	
  a	
  unique	
  outbreak	
  
�  Each	
  sampled	
  binary	
  can	
  take	
  millions	
  of	
  different	
  forms	
  within	
  
the	
  outbreak	
  

�  ~1000	
  exe/dll	
  from	
  windows/system32/	
  
�  Semantic	
  Hash	
  

�  Malware	
  gets	
  detected	
  when	
  semantic	
  hash	
  is	
  identical.	
  
�  An	
  identical	
  semantic	
  hash	
  detects	
  samples	
  with	
  different	
  
size	
  and	
  function	
  layouts	
  

�  Malware	
  gets	
  detected	
  when	
  hamming	
  distance	
  of	
  the	
  
semantic	
  hash,	
  DC,	
  mean	
  and	
  STD	
  are	
  close.	
  













�  Layered	
  Executables	
  
�  .NET	
  
�  VBA	
  
�  Self-­‐extracting	
  archives	
  (INNO/NSIS,	
  RAR,	
  ZIP,	
  …)	
  
�  Py2Exe	
  
�  +more	
  

�  Hide	
  in	
  plain	
  sight	
  
�  Exploit	
  the	
  assumptions	
  deployed	
  in	
  my	
  approach	
  







...	
  
I	
  tensorflow/core/common_runtime/bfc_allocator.cc:692]	
  7	
  Chunks	
  of	
  size	
  2097152	
  totalling	
  14.00MiB	
  

I	
  tensorflow/core/common_runtime/bfc_allocator.cc:692]	
  8	
  Chunks	
  of	
  size	
  8388608	
  totalling	
  64.00MiB	
  

I	
  tensorflow/core/common_runtime/bfc_allocator.cc:692]	
  2	
  Chunks	
  of	
  size	
  204800000	
  totalling	
  390.62MiB	
  

I	
  tensorflow/core/common_runtime/bfc_allocator.cc:692]	
  1	
  Chunks	
  of	
  size	
  409600000	
  totalling	
  390.62MiB	
  

I	
  tensorflow/core/common_runtime/bfc_allocator.cc:692]	
  5	
  Chunks	
  of	
  size	
  819200000	
  totalling	
  3.81GiB	
  
I	
  tensorflow/core/common_runtime/bfc_allocator.cc:692]	
  1	
  Chunks	
  of	
  size	
  820948992	
  totalling	
  782.92MiB	
  

I	
  tensorflow/core/common_runtime/bfc_allocator.cc:696]	
  Sum	
  Total	
  of	
  in-­‐use	
  chunks:	
  5.42GiB	
  

I	
  tensorflow/core/common_runtime/bfc_allocator.cc:698]	
  Stats:	
  	
  

Limit:	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  5828558848	
  

InUse:	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  5819909888	
  
MaxInUse:	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  5819909888	
  

NumAllocs:	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  99	
  

MaxAllocSize:	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  820948992	
  



�  Too	
  many	
  functions	
  in	
  dataset	
  
�  Even	
  for	
  a	
  small	
  dataset	
  (3000	
  samples),	
  total	
  function	
  
count	
  exceeds	
  1million!	
  	
  

�  GPU	
  memory	
  exhaustion	
  
�  Batch	
  processing	
  (reconstruct/evaluate)	
  
�  Even	
  predictions	
  shouldn't	
  be	
  defined	
  as	
  an	
  array	
  

�  System	
  memory	
  
�  Do	
  your	
  math	
  between	
  pickled	
  dataset	
  file	
  size	
  and	
  
your	
  system	
  memory	
  

�  Consider	
  reading	
  'Reading	
  Data'	
  section	
  of	
  tensorflow	
  



�  Transform	
  arbitrary	
  signal	
  into	
  frequency	
  domain	
  
�  Why	
  is	
  it	
  effective	
  for	
  code	
  pattern	
  similarity	
  detection?	
  

�  Each	
  code	
  uniquely	
  identifiable	
  
�  Transformed	
  frequency	
  spectrum	
  retains	
  original	
  data	
  

information	
  (We	
  have	
  inverse	
  Fourier	
  transform)	
  
�  Fourier	
  transform	
  of	
  the	
  code	
  is	
  resilient	
  to	
  noise	
  

�  Slight	
  distortion	
  in	
  original	
  code	
  won't	
  affect	
  the	
  characteristics	
  of	
  	
  
frequency	
  spectrum	
  much.	
  

�  It	
  is	
  difficult	
  to	
  create	
  a	
  code	
  sequence	
  that	
  has	
  different	
  
semantics	
  but	
  has	
  the	
  same	
  frequency	
  spectrum.	
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