Fighting Metamorphism Using
Deep Learning With Fourier

Oct, 2016
Sean Park
Senior Malware Scientist ,Trend Micro

spark@trendmicro.com

RUXCON



Ransomware

Vour Sacivmrats, phetin, datatirs sect ather wmpartsat e Korss bees cacrypird wed
o 1YY ot s oy Qe o] o T crmmpet

Irhashe s rypae ey s haread 0 & 3 ret Infevart sevvae sred sabedy <am decryyd yoer Bes
ol vy oeed v 1he reste by

You cudy rve 98 b " e pu B L T r—r——

oy o
i 11kem el b perrmancetly cryyeend and m cee wil e abbe 10 recrver

Prns Vivar 10 vhew the fint of s Wt kave haes cexryped.
Preas Weat’ for the et poge.

ongest encryption a
decryption key Is 4
files until you pay and ob
tm, d

Ope

95 20 15 EE=ENR

Cryplolecker 2.0

Your personal files are encrypted

20 WLk fhes e e e iypted o
adecs, documerts e Y ou can veely e
Y e

2 was (10D 08 sy wrbamre b ey REAAD6

25 67C ~= 550 USO. by whas for hus Compnter 10 3acrvpt s, rou need 1o ceter

T sge copy of T peivatm oy, which wi siow
Jre s, i ocoted on o secret sar
ol e sy W by w12 o s afler et ypson
compteted ANe it rotexty wed raver o te e to Cenire
o |
Your Ses will be lest
out payment on. To vetrbeve tre prvete bey. vou (669 15 pay 0 § bicons

Tow can atse e & puymrt wih Pryiel Ny Cash Care

N 1000 S0 [ 2 P My Can Caves |

Your computer s
AIN[s[oMw[aR[E[1 [0[1
- B @EOE.0em.ana

WHAT IS IT?

“$835ua8s

“$585888=  ~8583988
Rancaemware i 3 e

Payment for private key

BSOD : 3 y Failure of
- Host
0x000000CE

71:33:57

Courtesy of google images



Problems



Metamorphism

Metamorphic template wit]

1 parameters #1

Original Code

Metamorphic template wit]

N parameters #2

Original Code




Metamorphism:

push push call

hiddenSHA1: 8b85340f0d16c4e62b9c6dcdf8a7affofb5e738f

Start: 408900 Size: 61440
SCH: dab81c41085e252180ae8934991f95b4

push
push
call
push
push
call
mov

push
push
call
push
push
call
mov

push
push
push
call
push
push
push
call
mov

mov

push
push

PR

dword ptr [ebp-8]

dword ptr [ebp-8]
ds:IsCharAlphaNumericA

46h

dword ptr [ebp-8]
ds:DrawStateA

dword ptr [ebp-@Ch], 2C2FAEh
5Bh

dword ptr [ebp-0Ch]
ds:GetDCOrgEx

34h

@BOSh

ds:SetTextColor

dword ptr [ebp-4], 16172Dh
3Fh

0CF2h

8ABh
ds:TranslateAcceleratorW
2Fh

0C18h

dword ptr [ebp-4]
ds:PlayMetaFileRecord
dword ptr [ebp-4], 2C2FA5h
dword ptr [ebp-8], OFFFFF835h
1Fh

dword ptr [ebp-8]

——

hiddenSHA1: 87548b64fd5786e0039d634455398c787bd632e1

Start: 40fae0 Size: 34080
SCH: cab81c40485f2521c0ae8934991f95f4

call
mov

push
push
call
mov

push
push
push
call
mov

push
push
push
call
mov

push
push
push
call
mov

push
push
call
mov

mov

push

ds:DrawFrameControl

dword ptr [ebp-8], OFFFFCB26h
OFh

dword ptr [ebp-8]
ds:CheckMenuItem

dword ptr [ebp-4], 5230h

67h

dword ptr [ebp-8]

dword ptr [ebp-4]
ds:RegisterWindowMessageA
dword ptr [ebp-8], OFFFF97FBh
7Dh

@OFB7h

@C3Dh

ds:EnumClipboardFormats

dword ptr [ebp-4], OFFFFFC@8h
67h

dword ptr [ebp-4]

dword ptr [ebp-8]
ds:GetServiceDisplayNameW
dword ptr [ebp-8], OFFFF2C80h
3Bh

dword ptr [ebp-8]

ds :RegEnumKeyExA

dword ptr [ebp-4], OFFFF2B4Eh
dword ptr [ebp-8], @D380h

60h




Metamorphism:
mov sequence

49926212c1d67ed7fa32a06ee1ee1b3eaa85241d

hiddenSHA1: 49926212c1d67ed7fa32a06eeleel1bl3eaa85241d
Start: 405000 Size: 3040
SCH: d2fb5b76cf676fb2cef8f9ad7bdadf7b

push ebp

mov ebp, esp

sub esp, 440h

mov dword ptr [ebp-20h], offset loc_4QAED8
mov dword ptr [ebp-1Ch], offset loc_4@AED2
mov dword ptr [ebp-18h], offset loc_4@AECC
mov dword ptr [ebp-14h], offset GetJobW

mov eax, ds:GetKeyboardType
mov [ebp-440h], eax

mov ecx, ds:DestroyWindow
mov [ebp-43Ch], ecx

mov edx, ds:LoadStringA

mov [ebp-438h], edx

mov eax, ds:MessageBoxA

mov [ebp-434h], eax

mov ecx, ds:CharNextA

mov [ebp-430h], ecx

mov edx, ds:InternetReadFile
mov [ebp-10h], edx

mov eax, ds:InternetOpenUrlW
mov [ebp-0@Ch], eax

mov ecx, ds:InternetOpenW
mov [ebp-8], ecx

mov edx, ds:InternetCloseHandle
mov [ebp-4], edx

mov eax, ds:CreatePopupMenu

e Fales AFEO0OLT] e

8c353adb9134b6b684c1c5fb6693¢c7017eacfd76

hiddenSHA1: 8c353adb9134b6b684c1c5fb6693c7017eacfd76
Start: 40198c Size: 25054
SCH: d2fb5b76cf676fb2cef8f9ad7bdadf7b

push ebp

mov ebp, esp

push OFFFFFFFFh
push offset loc_4@F8A5

mov eax, large fs:0
push eax

mov large fs:0, esp
mov eax, 2C6Ch

call __alloca_probe

push ebx

push esi

push edi

mov [ebp-2C78h], ecx

mov word ptr [ebp-2C60h], 3Fh
mov word ptr [ebp-2C5Eh], 66h
mov word ptr [ebp-2C5Ch], 21h
mov word ptr [ebp-2C5Ah], 1Dh
mov word ptr [ebp-2C58h], 29h
mov word ptr [ebp-2C56h], @BFh
mov word ptr [ebp-2C54h], 70h
mov word ptr [ebp-2C52h], 3Fh
mov word ptr [ebp-2C50h], 2Fh
mov word ptr [ebp-2C4Eh], 12h
mov word ptr [ebp-2C4Ch], @AFh
mov word ptr [ebp-2C4Ah], @BBh
mov word ptr [ebp-2C48h], @Dh
mov word ptr [ebp-2C46h], 10h




Metamorphism:
fld/tstp sequence

419e276f17a98b0eca4f3120518f276014c04136 ac04847d387d6eca797655bd8a3a724aacca34al
s Leop YT sy ca lea ecx, [ebp+var_36F8] ‘
:g:zx 222’ Egzp+var_18] push ecx ; Char *
’ call _strcat
mov [ebp+var_234@], ecx i esp, 8
fld ds:dbl_41CB70 mov [ebp+var_36C4], eax
fstp  [ebp+var_2318] fld  ds:dbl_41FB30

fld ds:dbl1_41CB68 fstp [ebp+var_36B0]

fStoR N LebpvarsZ30] fld  ds:dbl_41FB28

fld  ds:dbl_41CB60 fstp  [ebpivar_36A8]
fstp  [ebp+var_2308] fld  ds:dbl_41FB20

fld  ds:dbl_41CB58 fstp  [ebpsvar_36A0]
fstp  [ebp+var_2300] fld  ds:dbl_41FB18

fld ds:dbl_41CB50 fstp [ebp+var_3698]
fStoR N febpvars2Zis] fld  ds:dbl_41FB28

fld  ds:dbl_41CB48 fstp  [ebpivar._3690]
fstp  [ebp+var_22F0] fld  ds:dbl_41FB10

fld ds:db1_41CB40 fstp [ebp+var_3688]
fstp  [ebp+var_22E8] fld  ds:dbl_41FB18

fld ds:db1_41CB38 fstp [ebp+var_3680]
fstp  [ebp+var_22E0] fld  ds:dbl_41FB08

fld ds:db1_41CB30 fstp [ebp+var_3678]

fstp  [ebp+var_22D8] fld  ds:dbl_41FB0O
fld ds:db1_41CB28 fstp [ebp+var_3670]
fstp  [ebp+var_2200] fld  ds:dbl_41FAF8

fld ds:db1_41CB20
fstp [ebp+var_22(C8]
fld ds:db1_41CB18

fstp [ebp+var_22CQ]
£1A Ac+Ah1 41CR10

fstp [ebp+var_3668]
fld ds:dbl_41FAF0Q
fstp [ebp+var_3660]
fld ds:dbl_41FB18




Metamorphism:

add/sub mov

b358af017ec58300df9ea334b41f050b67cb98d7

hiddenSHA1: b358af017ec58300df9ea334b41f050b67chb98d7

Start: 41df80 Size: 8331
SCH: 8ab89c00485b672146a689349b1e95e6

mov ecx, [ebp-38h]
add ecx, 1lE6h

mov edx, [ebp-2Ch]
sub edx, ecx

mov [ebp-2Ch], edx
mov eax, [ebp-18h]
sub eax, 2CEh

test eax, eax

jz short loc_41DFAB
mov ecx, [ebp-38h]
add ecx, [ebp-38h]
mov edx, [ebp-18h]
sub edx, ecx

mov [ebp-18h], edx
mov eax, [ebp-18h]
add eax, 16Ah

mov ecx, [ebp-18h]
sub ecx, eax

mov [ebp-18h], ecx
mov edx, [ebp-38h]
mov eax, [ebp-18h]
lea ecx, [eax+edx+288h]
mov [ebp-18h], ecx
mov edx, [ebp-2Ch]

enibx ardvw Fralhrn 1971

b358af017ec58300df9ea334b41f050b67cb98d7

hiddenSHA1: b358af017ec58300df9ea334b41f050b67chb98d7

Start: 41df80 Size: 8331
SCH: 8ab89c00485b672146a689349b1e95e6

mov ecx, [ebp-38h]
add ecx, 1lE6h

mov edx, [ebp-2Ch]
sub edx, ecx

mov [ebp-2Ch], edx
mov eax, [ebp-18h]
sub eax, 2CEh

test eax, eax

jz short loc_41DFAB
mov ecx, [ebp-38h]
add ecx, [ebp-38h]
mov edx, [ebp-18h]
sub edx, ecx

mov [ebp-18h], edx
mov eax, [ebp-18h]
add eax, 16Ah

mov ecx, [ebp-18h]
sub ecx, eax

mov [ebp-18h], ecx
mov edx, [ebp-38h]
mov eax, [ebp-18h]

lea ecx, [eax+edx+288h]
mov [ebp-18h], ecx
mov edx, [ebp-2Ch]
enibx ardvw Fralhrn 197




Significance of Metamorphism Detection

Malware mostly delivered through email outbreaks
An outbreak lasts days or a couple of weeks

The same metamorphic template used during a
campaign

Early deep learning will block entire campaign
Sometimes the same metamorphic template used
across several different campaigns due to the high dev
cost

Early deep learning will block multiple campaigns



SLAM
Unsupervised email clustering system
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3ac75182-d03c-4e00-9c06-bac5a5141b62
Total: 5895 samples

Clustered at: 2016-01-11T05:50:58
Description:

Total 100 emails for cluster 3ac75182-d03c-4e00-9c06-bac5a5141b62 (application-msword)
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Difficulties

Key challenges
* Different SHA1 for each sample
e Significantly different in lengths and locations

e Easy to change template parameters resulting in
superficially different patterns



Failing Approaches

Static signature
Histograms/frequencies
API call distribution
Entropy

Machine learning algorithms with binary
classification



Solutions



Machine Instruction as Feature

All parsed functions and code blocks including those

hidden

. text : 00401515

Toc_401520:

short loc_40156D

al,
dword ptr [ebx+

(g | B

near ptr




Machine Instruction as Feature

Reduce noise by using opcode

text: 00401515

Toc_401520:

near ptr




Recent Approaches Using Instructions

CYL/ANLCCE

v:invincea




Spectrum of Instructions
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Experiment shows it works to a degree.

But, it is unable to characterise functions that possess the
same metamorphism



CNN with instructions as feature

CNN
fc2
Varial:l’ef] OUtpUt Train
wfcl
ariabl FC2 Train
FC1 Train

Placeholder..

e Convé Train

bé
Placeholder...

U Conv5 Train

bs -
Placeholder... :

wa Conv4 Train

b4
Placeholder...

e Conv3 Train

b3 2
Placeholder..

Ne Conv2 Train

b2 ~

wi 2

o Conv1 Train

Placeholder.




Fourier Transform

Joseph FOU"'C‘
(1768-1830

FT

s(t) S(w)

Time Domain Frequency Domain

Courtesy of http://mriquestions.com/fourier-transform-ft.html
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FFT As Feature — numpy.fft.fft
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FFT As Feature - scipy.signal.welch
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FFT
: Legitimate functions

standard
c464361619d2ddff06011662f4a1e8410fd2e5ee: 6488 bytes

0 ebaa612bacb7ad0fd752633a9af70a5f9ed3e1ff: 786 bytes 5

487¢9902346793cd3d2b137a9ac58%d21c86d38: 280 bytes 5

g AL

®
o
o
T T T T 1




FFT
: fld-fstp metamorphism

fld-fstp
ac04847d387d6eca797655bd8a3a724aacca34a0: 3931 bytes

30000

T

25000

T

20000
15000 [
10000 [

5000 |

o L 1 L S 1
1 2 3 4
419e276117a98b0eca4i3120518f276014c04136: 4924 bytes

25000

20000 |

15000 |

10000 |

5000 [




FFT
: mov-add-mov metamorphism

mov-add-mov

4dab8c589921d123d3ce92189c31e60b65b0eabe: 2149 bytes

D1 /7/DQ7r relliCycs. 4anU [O)VA (51

NAOOOOND  =N\POOND0  NBROXOOND N
OO0 COOOOOOD OOOOOOO O
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w
H
(&)



FFT
: push-push-call metamorphism

push-push-call
8b85340f0d16c4e62b9c6dcdf8a7aff9fb5e738f: 14023 bytes

0 1 1 1
1 2 3 4
87548b64fd5786e0039d634455a98c787bd632e1: 7765 bytes




Dataset

Instructions 55 8b ec 83 ec 08
(push ebp/mov ebp, esp/sub esp,8)

Normalised opcode 580,442,326
(push, mov, sub)

Raw FFT 0.23,0.24,0.10
Interpolated & 3,45,12,113,156,255,238,..
quantised FFT

Binarised FFT 10111001010101110101000...



Neural Network
: Auto Encoder

Auto-Encoder

. . o R01Qrigingl image l‘;
De-noising ° oa
Restricted Boltzmann Machine ls
Convolutional layer 1B

1024 neurons

0 Slzollénpuifjmagg 25
=

y = s(Wx 4 b) Z = S(le + bl) :Z:
0 IZOLRec%wstrhgctedzgna%% 0s
2048 neurons .}:j
d o
LH(X.\ z) = — Z[xk log zZr + (1 — xk) lOg(l —_ zk)] Epoch: 025/030 cost: 0.023201655
k=1

Courtesy of https://github.com/sjchoi86/Tensorflow-101, http://deeplearning.net/tutorial/dA.html#daa



Semantic Hashing

Deep Auto-Encoder
Dimensionality reduction = represented as a fixed size ‘code’.
Deep auto-encoder performs non-linear mapping

2048 reconstructed 1input
1024 neurons
512 neurons
128 neurons bit code
512 neurons

1024 neurons

2048 bit vectors (FFT for each function)



Network Architecture

Finetuning

/AR N | Wi

Denselayers AutoencoderLayers

: Finetuning

save save

Denselayers © DenseLayers
Finetuning ~ Finetuning
save _ save

_ init _init




Model Parameters

model:

mode: train

layer_type: dae

nfeatures: 2048

dimensions: [1024, 512, 128]
corrupt_prob: [0.5, 0.5, 0.5]
cost_func: binary_crossentropy

mean:
stddev:
seed: Ox1234

unsupervised_train:
epochs:
learning_rate:
decay: 9]
batchsize:

supervised_train:
epochs:
learning_rate:
batchsize:




About Dataset & Semantic Hash

Dataset

~2000 unique ransomware binaries
* Each binary was sampled from a unique outbreak

* Each sampled binary can take millions of different forms within
the outbreak

~1000 exe/dll from windows/system32/

Semantic Hash

Malware gets detected when semantic hash is identical.

* An identical semantic hash detects samples with different
size and function layouts

Malware gets detected when hamming distance of the
semantic hash, DC, mean and STD are close.






Metamorphism:
push push call

timestamp name units.std units.distance * units.name units.fftsch units.size units.dc
2016-02- cryptesla 218 hidden dab81c41085e252180ae8934991f95b4 61440
15T11:54:49
2016-02- cryptesla 218 hidden cab81c40485f2521c0ae8934991f95f4 34080

12T17:48:15



Metamorphism:

moyv sequence

timestamp name units.std units.distance units.name units.fftsch units.size units.dc ¢
2016-03- cryptesla 31 hidden d2fb5b76cf676fb2cef8f9ad7bdadf7b 3040 229
08T13:10:28
2016-02- cryptesla 19 hidden d2fb5b76cf676fb2cef8f9ad7bdadf7b 25054 228

25T21:10:04




Metamorphism:

fld/tstp sequence

timestamp name units.std units.distance * units.name units.fftsch units.size units.dc

2016-03- cryptesla 177 sub_405410 d2fb5b76ce676fb2cef8f9ad7bdadf7b 28546 1
07T16:29:02

2016-03- cryptesla 194 _WinMain@16 d2fb5b76ce676fb2cef8f9ad7bdadf7b 20987 0
08T13:10:28

2016-01- cryptesla 207 sub_44D0D0 d2fb5b76ce676fb2cef8f9ad7bdadf7b 5547 0
28T15:01:28

2016-02- cryptesla 19 hidden d2fb5b76cf676fb2cef8f9ad7bdadf7b 25054 228

25T21:10:04




Metamorphism:
add/sub mov

timestamp name units.std units.distance units.name units.fftsch units.size units.dc

2016-02- cryptesla 164 hidden 8ab89c00485b672146a689349b1e95e6 8331
15T11:54:49

2016-03- locky 178 sub_408250 cab89c00485b672146a681349ble95e6 6363
07T19:22:28

2016-02- cryptesla 176 sub_41DOEO cab89c00485b672146ae81349ble95e6 3744
15T11:54:49

2016-03- cryptesla 192 hidden 8ab89c00485b672146a2a9341ble95e6 559
23T06:19:09

2016-02- cryptesla 215 start 8ab89c40485b672146a289349b1e95f4 1150
12T17:48:15

2016-02- cryptesla 173 sub_41D800 8ab89c01485b672146ae89249b1e95¢e4 3457

12T17:48:15




Limitations of The Approach

Layered Executables
NET

VBA

Self-extracting archives (INNO/NSIS, RAR, ZIP, ...)
Py2Exe

+more
Hide in plain sight
Exploit the assumptions deployed in my approach



Limitations
Layered executable - VBA

IDA View-A D [El Hex View-1 ; Strun:tures
] astr
thFd 44FDZ4

9334;aldd3 4_b

at

thrd _44F024
StrMove

.text:0044DEER

dhord 44F024
‘+

he
dword 44F024

Ad 983f33ﬂ43b4
#

et thrd _44F024
StrMove




Limitations
Layered executable — NSIS installer

T
Mmool oo

-+

h

-+

zet aErrorWritingTe

h

-+

 +

A

ahw

dword_4237B8,
sub_40601C

dword_423704, X
ehx ; uF]ags

; ch11EInf0

: psTi

» dwFileAttributes
P

pszPath pszPath
4.

FileaeInfe
aNR1<Err0r

chText : Ip5tringl
SCFl




Dealing with large dataset

: What GPU out of memory error looks like

-

I tensorflow/core/common_runtime/bfc _allocator.
I tensorflow/core/common_runtime/bfc_allocator.
I tensorflow/core/common_runtime/bfc_allocator.
I tensorflow/core/common_runtime/bfc_allocator.
I tensorflow/core/common_runtime/bfc_allocator.
I tensorflow/core/common_runtime/bfc _allocator.

I tensorflow/core/common_runtime/bfc_allocator.

I tensorflow/core/common_runtime/bfc_allocator.
Limit: 5828558848
InUse: 5819999888
MaxInUse: 5819909888
NumAllocs: 99

MaxAllocSize: 820948992
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:692] 7 Chunks of size 2097152 totalling 14.00MiB
:692] 8 Chunks of size 8388608 totalling 64.00MiB
:692] 2 Chunks of size 204800000 totalling 390.62MiB
:692] 1 Chunks of size 409600000 totalling 390.62MiB
:692] 5 Chunks of size 819200000 totalling 3.81GiB
:692] 1 Chunks of size 820948992 totalling 782.92MiB
:696] Sum Total of in-use chunks: 5.42GiB

:698] Stats:



Dealing with large dataset

Too many functions in dataset
Even for a small dataset (3000 samples), total function
count exceeds 1million!

GPU memory exhaustion

Batch processing (reconstruct/evaluate)
Even predictions shouldn't be defined as an array

System memory

Do your math between pickled dataset file size and
your system memory

Consider reading 'Reading Data’ section of tensorflow



Fourier Transform As Feature

Transform arbitrary signal into frequency domain

Why is it effective for code pattern similarity detection?
Each code uniquely identifiable

Transformed frequency spectrum retains original data
information (We have inverse Fourier transform)
Fourier transform of the code is resilient to noise

o Slight distortion in original code won't affect the characteristics of
frequency spectrum much.

It is difficult to create a code sequence that has different
semantics but has the same frequency spectrum.
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